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1
Decision/action requested

This paper provides alternative solutions for bidding down protection of security features
2
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3
Rationale

It was agreed in SA WG3 #87 that the 5G system shall support bidding down protection of features that are introduced in later releases (see TS 33.501[1] 5.8). In this paper, we discuss potential solutions to this bidding down issue. 
In 5GS, SMF is a logically separate network function from AMF and is responsible for PDU session authorization and management. The SMF may be slice specific and hence need to exchange slice specific PDU session parameters with the UE. PDU session parameters such as Authorized QoS Rule, SSC mode, S-NSSAI, allocated IPv4 address, Session-AMBR (see 23.502[2] 4.3.2.2) requested by the UE and configured by the SMF shall not be modified by an intermediate entity between the UE and SMF including the AMF. Clearly, such protection shall be done by the SMF using an SMF specific key obtained from SEAF and verifiable at the UE by deriving the same SMF key. However, this is not in the scope of 5G phase 1 as the SEAF is collocated with AMF, i.e. the AMF has the root key of the authentication and hence it is not possible to protect against a malicious AMF. This is just one example of the possible security feature that may be added later to the 5G network.
However, if the bidding protection of such an ability is not provided in Phase 1, then it will never be possible to securely add such a feature or other features in the later phases. This will require some security related procedure beyond the AMF NAS security, as AMF may always indicate to the UE that the network does not such new features even if these features are supported by the rest of the network in the later phases. It has always been the intention of SA3 to support bidding down for feature that may not be in Phase 1. 
3.1 Potential Solutions

To address the bidding down issues, the following alternatives can be considered.
3.1.1 Alterantive 1: NAS SM token

When a UE requests a PDU session establishment, the SMF that authorizes the PDU session obtains an SMF key for the UE (KSMF) and generates a PDU session authorization token (SM authz token) using the SMF key and authorized PDU session parameters. Then, the SMF provides the SM authz token to the UE so that the UE can verify the PDU session authorization information.
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1. The UE performs registration to the network and establishes a secure NAS connection with the AMF. During the registration, UE exchanges NAS SM capabilities with the network.
2. The UE initiates the UE Requested PDU Session establishment procedure by sending a NAS PDU Session Establishment Request message containing PDU session parameters such as a PDU Type, SSC mode, Protocol Configuration Options. 

3. The AMF sends a PDU Session CreateSMContext message to SMF that contains UE identity and PDU session parameters received from the UE.

4. The SMF obtains the UE subscription information from the PCF.

5. The SMF determines session PDU session parameters based on the UE subscription information.

6. The SMF requests a SMF key (KSMF) for the UE to the SEAF.

7. The SEAF derives an SMF key from the anchor key for the UE (i.e., KSEAF).
8. The SMF generates an SM authorization token (SM Authz token) using the KSMF and the authorized session parameters in step 5. The authorized session parameters may be same as the requested by the UE. 
9. The SMF sends a PDU Session CreateSMContext reponse message to AMF containing the SM authorization token to the AMF.
10. The AMF sends a PDU Session Establishment Accpet message containing the SM authorization token to the UE.

11. The UE derives the KSMF and verifies the SM authorization token using the KSMF and the session parameters. 

3.1.2 Alternative 2: KAMF derivation to protect parameter exchange
When a UE registers to a network, SEAF derives an AMF key (KAMF) by incorporating a parameter describing the network supported security features.This prevents the AMF from performing unauthorized behaviors, e.g., bidding down network features, as it results in different KAMF derivation at the UE. However, such key derivation only binds the key to the security features. Hence, the key binding should be used with additional methods (e.g., NAS SM token) to to provide the additional security features. 
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1. UE performs a registration procedure with the network. The UE and SEAF have a shared anchor key (KSEAF) either based on a new authentication or based on the prior authentication. During the registration, the AMF requests a key (KAMF) to the SEAF.

2. The SEAF derives a KAMF for the AMF that registers the UE to the network. KAMF derivation incorporates the security configuration parameter.

3.  The SEAF provides the KAMF and security cconfiguration parameter containing the SEAF/AMF separation bit to the AMF.

4. The AMF sends a NAS security mode command to the UE. The NAS security mode command includes the security configuration parameter obtained from the SEAF and integrity-protected using the KAMF.
5. The UE derives a KAMF using the KSEAF and the security configuration parameter in the NAS SMC and verifies the NAS security mode command.

6. The UE sends a NAS security mode complete to the AMF.

A similar method could be used to protect UE security features.
3.1.3 Alternative 3: Network capability

When a UE registers to the network, the SEAF provides the network capabilities that include the network security capabilities (e.g., NAS SM protection in later phases). The network capability information is integrity protected using the KSEAF and sent to the AMF along with the KAMF. Then, the integrity protected network capability information (i.e., network capability token) is piggybacked on the NAS security mode command message and provided to the UE. The network capability token prevents any network functions sitting between the SEAF and the UE from modifying the network capabilities. Similar to the alternative 2, this shall be used with additional methods to provide the new security features.
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1. UE performs a registration procedure with the network. The UE and SEAF have a shared anchor key (KSEAF) either based on a new authentication or based on the prior authentication. During the registration, the AMF requests a key (KAMF) to the SEAF.

2. The SEAF derives a KAMF for the AMF that registers the UE to the network. Additionally, the SEAF generates a network capability token using the KSEAF and the network capability information. 
3. The SEAF provides the KAMF and network capability information containing the SEAF/AMF separation bit to the AMF.

4. The AMF sends a NAS security mode command to the UE. The NAS security mode command includes the network capability information and network capability token obtained from the SEAF.

5. The UE verifies the network capability token using KSEAF. If the verification is successful, then the UE derives a KAMF using the KSEAF and verifies the NAS security mode command.

6. The UE sends a NAS security mode complete to the AMF.

The feature could be extended to protect UE capabilites as well.
3.2 Evaluation
Alternative 1:

This solution natively addresses the PDU session parameter bidding down issues without requiring any additional methods. However, in 5G phase 1, since the SEAF and the AMF are collocated, this solution involves unnecessary signalling between SEAF and SMF during the PDU session establishment (i.e., for KSMF request/response). This may be avoided by having AMF collocated with SEAF to produce the NAS SM token under SEAF control. This solution works in roaming scenarios and other network deployment scenarios including network slicing.  This solution may only protect the introduction of security features between the UE and SMF.
Alternative 2:

This solution prevents the AMF from modifying any network capability parameters that it relays to the UE by restricting the key usage in key derivation. Such key derivation would be useful for preventing bidding down network capabilities, yet does not address the PDU session bidding down issue by itself. Instead, the solution needs an additional method that prevents the PDU session parameter bidding down (e.g., SM NAS token). Furthermore, the capabilities that would be incorporated in key derivation need to be well defined in a way that they can be extended later while being backward compatible. This, in fact, implies that the network capabilities may only be defined in a coarse-grained way.

Alternative 3:

This solution is similar to the proposal by Nokia in S3-171431.
In a later phase of 5G, when we will possibly have separate security associations between UE and SMF, with keys unknown to AMF or other SMFs, we will also have a SEAF separate from AMF. It has been decided for 5G phase 1 to co-locate SEAF and AMF. When SEAF and AMF may be separate later the SEAF will remain a trusted entity even if the AMF, for whatever reason, may not; this has been acknowledged by Qualcomm in earlier contributions. The solution against bidding down then is a capability exchange protected by a security association between UE and SEAF, in which the UE is informed about the capabilities of AMF and SMF. This approach is not new, but has been touched upon already in Nokia’s contribution S3-170636 “Evolution scenario for AMF and SEAF from 5G phase 1 to later phases”.

And, this solution addresses the issue raised in S3-172013 by having SEAF generate the network capability token.

However, the SEAF does not have a direct signalling connection with the UE nor does it lie on the NAS signalling path. If the SEAF is separated from the AMF in later phases (which may happen as acknowledged by the Nokia paper), the SEAF cannot directly inform the UE of new features without introducing a new signalling connection. Clearly to provide bid down protection, this signalling will need to be in Phase 1. By bid down protection, we mean that a UE that supports the new feature receives some secured indication that it is talking to a Phase 1 network that does not support this feature. Clearly as noted above such a secure indication cannot come from the AMF.
Compared to the alternative 2, this solution has an advantage in that the SEAF can indicate the network capabilities directly to the UE in a secure manner (as the token is generated and verified based on the key between the UE and SEAF). However, while flexible in indicating network capabilities to the UE, this solution may have practical limitation, e.g., the SEAF may not be able to manage all slice specfic network capabilties.

All other issues addressed above regarding the alternative 2 apply to this solution. Also, the SEAF and UE need to maintian some states (e.g., freshness parameter) to prevent replay attacks.
4
Detailed proposal
It is proposed that SA3 discuss the alternatives for the bidding down protection presented in this paper in order to proivide feedback on the solutions to pursue further in 5G Phase 1. 
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